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HOUR 1

Introducing Microsoft
Windows Server 2008\&\,
What You’ll Learn in This Hou@% @
» Introducing Windows Server 200N 6
» Improvements and Additions to Wind Server 20

» The Different Flavors of Wind@erver 2008&

In this hour, you are I duced to the | of Microsoft’s network operating sys-
tem (NOS) platform: MicNysoft Windows Se 2008. You'll learn about the features that

Windows S vel@has inherited its predecessors and some of the new features
provided b}\ . We also 1 different editions of Windows Server 2008.

2

cin dows Server 2008
% 2 is the latest version of Microsoft’s server network operating
e 008 builds on the features found in Windows Server 2003 and

ber of enhancements. Windows Server 2008 was part of the development
ed Microsoft’'s Windows Vista desktop operating system.

evelopment cycle, Longhorn, now known as Windows Server 2008, incorpo-
bgt of what was found in the Windows Server 2003 environment and also

operating system. Windows Server 2008 also provides a number of improvements over
Windows Server 2003, while still providing a scalable enterprise networking platform that
can be easily expanded as a company or organization grows.

In terms of features adopted from Windows Vista, you will find that Windows Server 2008
shares a number of similarities with Windows Vista, including the Start Menu, desktop, and
Windows Control Panel. Thanks to Windows Vista, Windows Server 2008 also now provides
a better native backup utility: the Windows Server Backup snap-in (see Figure 1.1). This
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4 HOUR 1: Introducing Microsoft Windows Server 2008

backup utility runs in the Microsoft Management Console (as do many other snap-ins
available in Windows Server 2008) and enables you to back up and restore server files
to backup media including DVDs.

FIGURE 1.1 :
The Windows |m T Heo .
Server Backup i =@ m _ :
snap-in.

2? You can perform a single backup or schedule a regular backup using this application.

1. No backup has been configured for this computer, Use Backup Schedule Wizard or Backup Once Wizard to perform a regular or one-tme backu

Messages

[ five - [ tessage T oéscrpncn

Status

Last Backup. Next Backup

e
Time: Ls v
B es

N
.

4] L{ﬂ
| |
Windows Ser so takes adv of Windows BitLocker drive encryption,
which is a tion fiatu s created during the development cycle

ndows Vistagn®Wirldows Server 2008. BitLocker encrypts all the
\1 to encrypt all the data on the volume that con-

> The Active Directory—Known as the Active Directory for Domain Services
(AD DS) in Windows Server 2008, this directory service provides the hierarchi-
cal directory of objects on the network (such as users, computers, and print-
ers). AD DS also provides the logical hierarchy for your enterprise forests and
child domains and the physical hierarchy for sites.

» Group Policy—Group Policy provides a way to control the user and comput-
er environment found on the network. Application deployment, client desktop
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settings, and policies related to administrative controls such as auditing can
all be configured in Group Policy (Group Policy is discussed in Hour 11,
“Deploying Group Policy and Network Access Protection”).

» High-level security—The same security options that you found in Windows
Server 2003 are also available in Windows Server 2008, such as data en -
tion, certificates, and a number of other security enhancements, such a ‘&
Security Protocol. Windows Server 2008 builds on these security featuges a
offers even greater security than its predecessor, including featurg &

BitLocker drive encryption and the new Network Access Protec gice (dis-
cussed in Hour 11).
» Web server capabilities—Windows Server 2008 prov est 9§ @

of Microsoft’s Internet Information Server—versio

rates content delivery platforms such as ASP.NET an arePoint sezmg
one easy-to-manage web platform. I1IS7 als ies a new ma
snap-in that can be run in the Microsof ent Cons { (see

Hour 23, “Using the Internet Informati ice,” for mo

related to Windows Update
more information see §ou

solid foundatio, o i 2003, Windows Server 2008 provides
many enhan han can be covered in one book. Let’s
take a lo

Seyffer 200

Improve ts and Additions to
Wind&@s rver 2008

A number of improvements and additions have been made to Windows Server 2008.
As already mentioned, Windows Server 2008 shares some of the look and feel pro-
vided by Windows Vista. Windows Server 2008 also supplies a number of new tools;
one of the most dramatic of these new tools in terms of managing a Windows server
is the Server Manager.

In Windows Server 2003, a number of the administrative tools ran as snap-ins in the
MMC. As you added a role to the server, such as DNS or DHCP, a new snap-in would

i
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be available. The new Server Manager provides easy access to nearly all the configu-
ration, monitoring, and troubleshooting snap-ins that you will need to use as you
manage your Windows server (see Figure 1.2).

FIGURE 1.2 |
The Server __r—’" e WD
Manager pro- &
vides quick
access to
your server

management
tools. @ Computer Infornation

S~k

~) Server Summary

Ful Computer Name: WINKQU734U32DZ =
& Configure Remote Desktop
kg WORKGRGS
Local area Comecton TPv4 address assigned by DHCP, Pvs fifbled
Lodal Aren Cormesten 2 1Pv4 address assigned by DHCP, 1Pv6 Wheb)
Rewnte Desacpl Omabied

Prodct D) TRMOEIES

@ Ssecurity Information
Vindans Frea on
Windons Updates: tal atically using Windows Update

Last checked for updtes: Q R7 10:20 A

oty
A Roles summary Help

3/2007 11:52:03AM Configure refiesh

Last installed updates;

IE Enianced S "Confy n
C):

(ESC):
L4 | il Ev
The Server M&@t only provid access to many of the management

snap-ins, b includesq% to the Add New Roles Wizard and enables
i % ervices that talled and running in association with a particu-
e he Server, Xr is introduced in Hour 3, “Configuring Windows
Se 8 Basic Se@) used extensively throughout the book to manage
dpy

ndows Server 2008.

amous rol
ther impi ge to Windows Server 2008 is how it approaches installing
ew roles gnd ségices on a server. When you boot the server, Windows Server 2008
loads the INjtial Configuration Tasks window. This utility enables you to view the
rgle t currently installed on the server and also provides easy access to set-

tin as%the time zone, the computer name and domain membership, automat-
ic upd®&tes, and the server’s network interfaces.

More importantly, both the Initial Configuration Tasks window (and the Server
Manager) provide quick access to the Add Roles Wizard. The Add Roles Wizard (see
Figure 1.3) not only makes it easy for you to install a new role such as the domain
controller role, DNS role, or the Active Directory Certificate Services role, it also
makes sure that you install all the necessary services required for that role to func-
tion appropriately.

i



0121x01.gxd 4/16/08 10:30 AM Page 7 T

Improvements and Additions to Windows Server 2008 7
o FIGURE 1.3
i . The Add Roles
.{;1-_1 Select Server Roles Wizard enables
= you to add roles
Before You Begin Select one or more roles to nstallon this server. and also helps
EZT o Dmalgty to make sure
Adtive Directory Certificate Servl ;
o [ e o ottt S ) (80Co) s ueed to ceate carticaton that required
Role Services FntiroTitrer T retatedTotererviteT— .
! [] Active Directory Federation Sesvices that allow you toissue and manage services for the
B [ Actve Directory UghtweightDirectory Ses vices certificates usedin a variety of role are
CAType [ Active Directory Rights Management Services applications. .
b 0 Appicaton Server installed.
[ prcp server
Cryptography
CA Name [] Fax Server
Vebdty Period [ Network Policy and Access Services
Certificate Database
Confirmation
[ woD!I services
Progress

Results [ windows Deployment Services
[0 windows Server Update Services

Mere about server roles

For example, if you are installing gert

(a web interface where users can r&iest and renew cHy as part of the Active
Directory Certificate Services erver vole), the Add Role®Wizard alerts you to the
fact that this service re 're@nd that it wij hostalled during the process of
adding the role to you o

Another improve ided by Wig

rver 2008 is that you can now deploy
'ou to deploy a domain controller in a

less secure nt such a (sl J¥fice. Read-only domain controllers con-
tain a reqfl- opy of o rectory, which provides much more security in

théSe epgi ents.
Win erver 200§ also bles you to perform a core installation of the network

operating system @ c§re installation is a minimal or stripped-down installation of

read-only do

Windows S 8 Tt is managed from the command line (the Windows GUI
interface is no lled) and can supply certain services and server roles to the
client computers on your network. A core installation can provide services such as
print services and file services. A server with a core installation can also function in
roles such as a DHCP server and DNS server (Windows Server 2008 installations are
discussed in Hour 2, “Installing and Configuring Windows Server 2008").

In Windows Server 2003, a number of new command-line tools were added, such as
DiskPart (a disk partitioning tool) and the dfscmd Distributed File System utility that

i
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PowerShell is a
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line and script-
ing tool.
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enables you to create DFS roots from the command line. Windows Server 2008 takes
the command-line utility one step further with the Windows PowerShell (also avail-
able in Windows Vista), which provides a powerful set of command-line tools (called
cmdlets)y and a full-fledged scripting language. PowerShell (see Figure 1.4) is added to
Windows Server 2008 as a feature, and although it is not covered in this book (we
concentrate on the snap-ins that run in the Server Manager and the O), it pro-
vides you with an alternative to the various snap-ins and other GUNgQoM#rovided

by the network operating system.

Windows PowerShell

Copyright <C)> 2006 Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator> get-help get-help

NAME
Get—Help

ISYNOPSIS

Displays information about Windows PowerShell cmdlets and con. ts.

ane] <string>] [ Conpansnt <string[1>1 [-functionality + .ng[1>1 [-role <strin 1L oteor y <strd
>

elp
ng[])] [l'ull] [{ConmonParaneter:
Get—Help [[-name] <string>] [-component <stringl1>]1 [
BoLI> 1R odstalTed 14T <ConronPararateresd

anality <string[1>] [-role <st. ng[1>] category <stri

Get-Help [[-namel <string>] [-component <string[1>] £ ctio (lity <string(1>] [-rol (strin. (-category <stri
ngl 1

g[1>1 [-examples] [<CommonParameters>.

Get-Help [[-namel <string>] [-component <str yll, [—Ffu...ionality <string[1>]
ng[1>1 [-parameter <string>1 [<CommonParamet rs>]

- ole <& ing[1>] [-category <stri

DETAILED DESCRIPTION
J werShell cndlet

ce :s. You can also uge “Help (<cm
displays the 1ip tolics o

infornat un .
page at a time. The "/?" disp

"¢cnd] c-nar

nut s
H 7?2, “"Hel)
lays help for cmdlets on a

RELATED LINKS
e

Get-Menber

REMATKS
For more information, type
For technical infornations typh

+~help Get-Help —detailed”.
"get—help Get-Help —Full®.

PS C:\Users Admini crat: >

he management of printers and print servers easi-
Management snap-in (see Figure 1.5) enables you
e ters that they provide for the domain. You can

rinters that currently have print jobs and printers that

n here only scratches the surface of new features found in and the
made to the Windows Server 2008 platform. The lists that follow pro-
ick ok at some of the most important new features and the improve-

The discus

New features:

» Read-only domain controllers—This feature enables you to deploy read-
only domain controllers in your domain for added security and branch office
or other remote location access to the Active Directory database.

i
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[Rscvermmeoe g FIGURE 1.5

[F\le Acton View Hep

The Print
[e»zmTEE
T e Management
RS Print Management =1 sna p_in .

@ 9 Acove Dre =cmyDama Servises
Mara Arties v

® & 0
@ ) File Services g’
3 B8 Prnt Serves BDeploved Pinters

i Al rinters (3)
| Al orivers (3)
3] Printers Not Ready
(3 Printers With Jebe
E [ Pitseners
Y8 Depleyed Prters

ol @ Features.

Diagnostes

E\ fi Configuranon
1l [B3 Storege

P Internet Information Seryiggs IS7 ggov! asily managed

platform for a number of ed ¥chnolog @ ASP.NET and
SharePoint services. 1IS7 also ¥gables you to maN{ge your web servers, using a
web browser.

» Windows Servex re installgti e stripped-down core installa-
tion enables y eMoy serve’se ice d roles on server hardware that
does not m dware re e s (such as RAM) for a full Windows
Server 2

otocol s fidows Server 2008 installs IPv6 by default
s you t IPV6 in tandem on your network interfaces.
Segyer virtualiza —Windows Server 2008 provides Hyper-V, which is a

software virtuafzation technology that enables you to run multiple virtual
SeIvers Ong S server.

Improved featur:

» Windows Deployment Services—Windows Deployment Services (WDS)
replaces the Remote Installation Services (RIS) provided by Windows Server
2003. WDS allows you to install both Windows Server 2008 and client operat-
ing systems (including Windows Vista and Windows XP) using an image-
based installation. WDS is discussed in Hour 5, “Implementing Windows
Deployment Services.”
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» Windows Firewall—The new Windows Firewall with Advanced Security
found in Windows Server 2008 offers you greater management control of the
firewall in the new Windows Firewall with Advanced Security snap-in. IPSec
has also been added to the Windows Firewall to provide greater IP traffic secu-

rity.
» Reliability and Performance Monitor—The new Reliabi M
Performance Monitor enables you to monitor server perfo

You can monitor hardware and application performa eate threshold

alerts and performance reports.

We will be working with a number of the new feat% iglprov e@nd in
the Windows Server 2008 operating system. ®gese fe es are dis

the book in the context of the appropriate subj tter. O

The Different Fi of \Méows
Server 2008 @

erent network operating sys-
lifferent sizes and different needs.

The membergof @ndows Server family are listed here and discussed in the
sections thatx

) H I Q
& dition

erPris®Edition

% tacent di@
Web E

t Edition

Sta SerVer is considered the entry-level version of Windows Sever 2008 (if there
is such’a thing as “entry-level” with server platforms). It is suitable for smaller busi-
nesses and organizations (“smaller” meaning users in the hundreds, not thousands,
although multiple standard servers in a tree or trees would certainly accommodate
even the largest of companies).

Standard Server supplies all the features discussed in this hour, including Hyper-V
virtualization, and IIS7. It also provides for Network Address Translation and

i
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multihomed servers (servers with more than one network interface) that allow multi-
ple network clients to share the same Internet connection in a small business setting.

Standard Server supports multiple processors (four cores on both x86 and x64 sys-
tems) and up to 4GB of RAM on an x86-based server and 32GB of RAM on an X64-
based server. Standard Server provides a maximum of 250 Remote Access coniggg-
tions and 250 Terminal Services connections. '&

A —

in Windows Server 2008 Standard Edition. These features an oles would
also be available in the Windows Server 2008 Enterprise Edi e Yeb 'tio@
is intended as a web server product and does not corgain ma the stan

features for deploying a domain.

Enterprise Edition %Z \
ols pro

The Enterprise Edition supplies all the fe

the Standard
Edition. The major difference is tQ E rise Edj is ered a workhorse

Because this book is an introduction to and survey of installing an
a Windows network environment, we primarily cover the tools and fefur

platform for very large enterprise networks.

To provide the processing po eeded for largeggnetwor®, the Enterprise Edition
can support up to eigh o@ and also su rver clustering (up to 16 clus-

Q

ter nodes, meaning t

rvers Can’ be er using the clustering feature
and thus can act as

The Enterprise jon®n™n x86-ba r allows up to 64GB of RAM and up to
2TB on an as o glso provides for unlimited connections by

Re d Termj eNficeg/clients.
Dgnter dition

The Datacenter E

allows you

rovides all the features found in the other editions and
selfyers with a great deal of hardware muscle. The Datacenter
Edition provideSNg®# multiple processors (32 x86 and 64 x64) and has the same
potential RAM capacity as the Enterprise Edition (64GB on x86 and 2TB on X64).

The Datacenter Edition provides for unlimited Remote Access and Terminal Services
connections. It also grants you unlimited deployment of virtual servers, whereas the
limit with the Enterprise Edition is four and with the Standard Edition is one. The
Datacenter Edition is considered the appropriate platform for very large-scale net-
works requiring access to large databases and real-time transaction validation.

i
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Web Edition

The Web Edition is considered the ideal platform for web hosting; it is a scaled-down
version of Windows Server and does not provide tools for deploying a domain-based
network. The Web Edition provides I1S7 as its web platform.

The Web Edition supports multiple processors (four on both x86 and Wems) and
up to 4GB of RAM on an x86-based server and 32 GB of RAM on an Rg4-8aed server.

As a product intended for delivery of web-based content, the Web E®jtigh”does not sup-
port common server services such as Remote Access or Termj @ ices.

BJLW.E_ Microsoft also provides two additional versions of §Vj s Jerve O@\dows
ay Server 2008 for Itanium-based systems angWindo PC Server 28Q
Itanium version is designed for networks thW large databa % pd custom
applications. The HPC version is designed for hi@-performang pefling (thus

the HPC) environments using server cl g. Bottom lin these ver-
sions are for big, high-capacity net

b Edition, include the
purchase the Standard,
Enterprise, and Datacen® versions of Win s Server 2008 without the Hyper-V
technology. Obvio , MicrOsoft provides enot®h flavors of Windows Server 2008
that you Canﬁ dition that vffll] k best for your networking needs.

. \Q
s¥pn of Microsoft’s network operating system:

idoWS Server 2008 provides the services and featured
indows Server 2003 networking platform and also provides

All the versions of Windqg

@

Hyper-V virtualizatio

Windoys S§ver 2008 was developed in the same development cycle as Windows

i ares some new features first seen at the release of Vista, such as the
Fop¥nd Control Panel look. Windows Server 2008 now includes a new
more robust backup utility called Windows Server Backup. Windows Server 2008
also includes the Windows PowerShell, first introduced with Windows Vista.

Windows Server 2008 provides new administrative tools such as the Server Manager,
which supplies access to most of the role management snap-ins used to manage
server roles and services. Windows Server 2008 also provides greater security possi-
bilities than its predecessors, including a new Windows Firewall, IPSec, the BitLocker
drive encryption, and the new Network Access Protection Service.

i
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New server deployment possibilities such as read-only domain controllers and the
Windows core installation provide you with flexibility for client access to the Active
Directory Domain Services and services such as DHCP and DNS. The Hyper-V virtu-
alization technology enables you to run multiple server deployments on a single
computer.

The Windows Server 2008 provides a family of network server products, inclu &
1" is>n-

the Standard, Enterprise, Datacenter, and Web Editions. The Standard Edit
sidered the entry-level version of this powerful server platform and ca ased
with or without the new Hyper-V virtualization platform.

Qaa O’ \&

Q. What are some of the new tools and features pro y Window, %
2008? .
A. Windows Server 2008 now provides a d ironment sj &to

Microsoft Windows Vista and includes o found in
new backup snap-in and the BjtL iV, crytio@ . Windows
Server 2008 also provides tj @ II eb ser indows
Deployment Service.
Q. What are the differen@'tf'ons of Windo erver*2008?
A. The entry-level VEN indows S T 1s the Standard Edition. The
itj @\ es a pla#forf§ for@grge enterprisewide networks. The
ovides sup

g & nlimited Hyper-V virtualization and
advanc steMng%ervices. '@ gb Edition is a scaled-down version of

Win rver 2008 int & as a dedicated web server. The
ta nterpri d enter Editions can be purchased with or
the Hype ization technology.

Datacenter

13
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